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1. Function overview

Access control is adevice system supervises in-and-out passage. It
is mainly used to authorize in-and-out personnel and record their
process. Access control software can set in-and-out privilege easily and
manage the personnd effectively.

Access contral software is applicable for access control machines
of various modes. It can connect a number of access control machines
working at the same time and monitor in-an-out personnel at the real
time.

Refer to the following for detailed functions:

I Manage personnd’s basic files and record personnel’s basic
information

1  Provide various database interfaces.

Upload and download personnel’s information

Control personnel’s in-and-out time zone.

Monitor in-and-out state with machines connected with network.
Download records from fingerprint reader regularly.

Operator sets up the system to ensure security.

Query in-and-out record & alarm record and export the data in
various formats.

1 Detect the positions where access control devices lie in the way of
map.

I Control access control machine remotely, initializing machine and
operating machine synchronously.

I  Group the devices or carry out subarea management.

I Manage personnel’s privileges in group.
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2. Installation environment

Computer: above Pentium |66, more than 64M Memory, at least100M
hard disk space
Operation system:
Microsoft Windows 2000 or Microsoft Windows XP
Windows2000 operation system is suggested and Pentiuml11500+128M
computer is the least requirement.
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3. Concept description

Machines connected with network, and real time monitor: either

connected with Ethernet or 485, fingerprint reader can be added to the

management software to execute management. After adding all the

fingerprint readers, click “Monitor”, and the monitor startsin turns.

Record the monitoring information at the real time: able to monitor

the fingerprint identification records and going-out button records on

each fingerprint reader and save these records to the database for later

query.

Query recor d: able to query the records when they are enough. While

guerying, a variety of conditions are specified, such as fingerprint

reader identification, time zone, and department and so on.

Privilege management: add and modify user’s privilege on each
fingerprint reader and upload the information to the reader.

Department management: add and modify departments’ information.

User management: download user and his fingerprint. Modify user’s

information and privilege. Add code for user. Add user and upload user

and his fingerprint by using U are U.

Open the door remotely: press “Open” button to open the selected
door remotely.

Synchronoustime: reader’s time agrees with computer’stime.

Upgrade firmwar e: upgrade reader’s running program.

Initialize fingerprint reader: able to initialize the fingerprint reader

during device management
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4, Installation and Uninstallation

4.1 Installation

Before installation, other running programs are suggested to be closed
to avoid conflict.

Notice: The displayed picture may seem different from the actual
content in the compact disk. If so, the contents in the compact disk
prevail.

Put compact disk into CD driver, and the installation program will run
automatically.

Welcome to the Fingerprint
Access Control System Setup
Wizard

Thiz will install Fingerprint Access Contral System on yaur
computer.

It iz recommended that you cloze all other applications before
continuing.

Click. Mext to continue, or Cancel to exit Setup.

[ Meut> |[ Cancel

Picture 4-1 Select using method
Tip: Sdect [Cancel] button in the window of installation program,
installation can be cancelled.
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1) A diadogue box of End User Software License Agreement will be
shown later, asin picture 4-2. Select [Agreel, andclick [Next] .
Setup

License Agreement

Flease read the following important information before continuing.

Fleaze read the following License Agreement. You must accept the terms of thiz
agreement before continuing with the installation.

EMD-USER LICEMSE AGREEMENT FOR THIS SOFTWARE A~
Important - read carefully:

This End-Uszer License Agreement ["EULA"] iz a legal agreement between vou

[either an individual or a zsingle entity] and the mentioned author of this Software for

the software product identified above, which includes computer zoftware and may
include aszociated media. printed materials, and "onling” or electranic

docurmentation ["SOFTwWARE PRODUCT"). By installing. copying. or othenmise

uzing the SOFTWARE PRODUCT, you agree to be bound by the terms of this

EULA. If pou do not agree to the terms of thiz EULA, do not install or use the
SOFTWARE PRODUCT. b

)1 do not accept the agreement

[ < Back ” Mest > l[ Cancel ]

Picture 4-2 End User Software License Agreement
2) The installation path will be shown in later dialogue box, as in
picture 4-3. You can sdlect your desired pathand click [Next] .
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Setup

Select Destination Location
‘where should Fingerprint Access Control System be installed?

J Setup will inztall Fingerprint Access Control System inta the following folder.

To continue, click Mext. [F you would like ta select a different folder, click Browse.

| [ Browsze...

At least 47 6 ME of free disk space iz required.

[ < Back H Mest > ][ Cancel ]

Picture 4-3 Select installation position
3) You will be asked to install what kinds of components in the next
window, as shown in picture 4-4. All components are suggested to
beinstalled. Then click [ Next]
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Setup

Select Components
‘which components should be installed?

Select the components pou want to install; clear the components you do not want to
inztall. Click Mext when pou are ready to continiue.

o I

[ < Back ” Mest > l[ Cancel ]

Picture 4-4 Select installation components
4) The position where shortcut is created will be shown later, as in
picture 4-5. You can select your desired position and name and
click [Next] .
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Setup

Select Start Menu Folder
‘where should Setup place the program's shortouts?

Setup will create the program's shortcuts in the following Start Menu falder.

To continue, click Mext. IF you waould like to select a different folder, click Brawse.

| [ Browsze...

[ < Back “ Mest » ][ Cancel ]

Picture 4-5 Select shortcuts’ position
Then installation path and mode will be shown, asin picture 4-6. Click
[Installation] to start copying files. In the end, a dialogue box
indicating installation completed appears, as shown in picture 4-7. Click
[Finish] , and thewholeinstallation is over.



Access Control Software Manual

FReady to Install

Setup iz now ready to begin installing Fingerprint Access Control System on your
computer.

Click Install to continue with the installation, or click Back if you want ta review or
change any zettings.

Destination location:
C:\Program Files'AccessControl

Setup type:
Full

Selected components:
Fingerprint Acceszz Control System
Software Manual

Start Menu falder:
Fingerprint &ccess Control System

[ <Back |[ Imstal |[ Cancel ]

Picture 4-6 Installation path and components show

Completing the Fingerprint Access
Control System Setup Wizard

Setup has finizhed inztalling Fingerprint Access Control System
on your computer. The application may be launched by
zelecting the installed icons.

Click Finizh to exit Setup.

Picture 4-7 Installation complete
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4.2 Uninstallation

If you don’t want to preserve this software in Window, you can
operate as the following steps:
1) Close access control software.
2) Enter [My Computer ], enter [ Control Panel ] with double clicks.
3) Enter [add/delete program] window with double clicks, select
[ Fingerprint Access Control Management System]), and click
[delete], then start uninstallation according to the tips.
4) The above processes cannot delete al the files related with this

software. It is necessary to enter the installation catalog to delete
access control’s folders.

10
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5. Function instroduction

5.1 Add device

[ Function Introduction] To achieve real time monitor, data upload
& download, remote open and other functions, the software needs
communication connection between fingerprint and software. It only
needs to add and save the device communication parameters to the
system during the first employment.

[ Operation Steps]

1. Two methods to enter access control system:

1) doubly click shortcut “Fingerprint Access Control Management
System”

2 ) Click menu: start->program->fingerprint access control
management system->fingerprint access control management system

2. Method to enter device management and add machine:

Click menu: access control management->equipment management.
Shortcut key F2

11
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Device mxnags
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3. Click “add device”, a window will appear, as shown in the
following picture. The system supports RS232/485 and Ethernet
communication. Refer to the appendix for specific connecting
methods. After setting connecting parameters, click “test
connection” to verify the connection. If you want to add a
number of devices once, please click“batch add”.

New device § |

Select communication way A

IPaddess| 192 188, 1 2m
Pot| 4370
Device No. ’7‘1
Communication Pwd ’7
Device name li e
Belong to ,m

Test connection | |/ Ok | |E} Close |

|f there iz hot a communication in the device, Do not fill in.
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4. Click “OK”, the machine will be listed in the form of machine
name. The privilege side shows the machine’s communication
parameters.

5. After exit from the device management window, you can catch sight
of the device’s icon shown on the program’s main interface, as in
the following picture. The device’s connecting parameters will be
preserved in the system. If you want to operate the device, you can
only click itsicon.

Tip: Click theright key of the mouse, and you can see a shortcut
menu which shows the related operation items.

Bl bccpas Cantcsl System - [Nonitar] [ A =1
@ dooman Contral Fapert Evate Hilp - I3
m i g i i L
Eil Dpmdbor | Drdoobing LeoHng  Pridogohing | Morio Fopot  akesFromot | Dioankaod 8 prcheanica dotn
g 4
larl el
Daud
| DewvesHa | v none Tz | Evert Liver bl [Ty
i
] HMasd D Exgeptins [ W &4ss D = L
| Dbt P e Condo [ k' 1 T e~ = Dipeaster ZEHE 1R

6. Device classification: Device classification means setting up
subarea of the device or carrying out group management. Click
“add classification” on the main interface of the device
management, open the window to add classification, input related
names, save and exit. Then drag the device to the related groups

13
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on the management interface.

T I

Aeed Qptors:
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Different classifications and their devices can be seen on the interface of
monitor center, as shown in the following picture.

14



Access Control Software Manual

= Contral [ Banator] [
B hoasre Coatrsl Bapart Sycten Halp - 8N
-] -] T 4 ™ !
Stal  Dpendod | DevickMog Ui Wng  FridegeMng | Mondol Aepsor  Alem Aepod | Dowilosd  Synchionos dala
[P
Defwd A B
| Owsabo | Devicesars | T Evia I Lis Hi | Usirare
i
[] Hema 0O Essaplien [ B sew 0 B 1] ]
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5.2 Department management

5.2.1 Add department

[ Operation Steps]
1. Enter “department management” interface, click menu: access
control management->department management, as shown below:

E...[ Department Z' |E| b__q

x
Mew Delete  Edit

I 'E:.:urru:uari_l,l Marme

2. The company’s name can enter: system management->system
parameter setting, to modify company’s information.

3. Click “add” to add department, and input the department’s name, as
shown below:

16
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] Department X
¢ FevE

(& Newn |

M arne ‘ E New(a] ‘

@ saverm |

([*  Cancellm) |

4. If a number of departments need to be added once, input one
department’s name, click “save and add”, and input another
department’s name, as shown below:

t ren |
| & Newty] |
Mame |Overseas Department | O Mewid) |
B e |
|@*¢  Canceln) |

5. After inputting department’s name, click “ save and exit”, thus the
department is added to the list, as shown bel ow:
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@ Department |:| |E| E|

b
Newy  Delete  Edit

Company Mame
Overseas Department

5.2.2 Modify department’s name

[ Operation Steps]
1. Sdect the department which needs modification and click
“modify”, modify the name on the modification interface.

B Department X
® P
ERRET
[ Newsy |
B saves |
|0*  Cancel) |

2. After modification, click “ save and exit’, as shown below:
“Overseas Department” has been changed into “Technical
Department”.

18
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@ Department

x
Mew Delete  Edit

Compary Mame

Technical Department
RiD
Test Department

5.2.3 Modify administrative subordination relationship

[ Operation Steps]

1. Select the department which is to be dragged by clicking left key

of the mouse, as shown bel ow:

@ Department

x
Mew Delete  Edit

Compary Mame

Technical Department
RiD
Test Department

2. Drag the department to target position, as shown bel ow:

19
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I[:I Department

x 2
© Mew Delete  Edit

E_Dmpan_l,l Mame
E| R&D

A T=chnical Department
- Test Department

5.2.4 Delete department

[ Operation Seps]
Select the name of the department which is to be deleted, click “ddete”,
and select “yes” or “no”, as shown below:

x -

E #
= Mew Edit:

Company Mame
= RED
- Technical Department

\ ? ) Are you sure ko deiete [Technical Department] department?

es Mo

Notice: If a department has recruited employees, or thereis
subordination department under a department, then the department
cannot be del eted.

20
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5.3 User management

5.3.1 Add user
[ Operation Seps]

1.Method to enter interface of “user management”:
management->user management

Click menu:;: access control

shortcut key F4

2.Click “add”, add new user, as shown below. Input user’s number,
name and so on, click “save and exit”, or click “save and add” to

add another empl oyee’s information.

L) ol il
[apatrosrd [Cormiang Hirsa

Bendm | & Mda 0 Farals
Firviege [Use ]
Card randes |
Pastion | = 7
——— —
Fargm prnt:
I < g ¥ [ e |

End silaSemmod | | Ereold wiingapen dewos | Enal |

e

onke grou

[+ FPem

+  Hean

T
|“ Semil |

£ Conodig)

=

3. Then the added user’s information will
management interface.

21
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El pasr memapomest
2 + T
et [Eﬁle Eljl Desite o PC BC o Ceace 'SM(h w%(h EI:‘.l'fl'llj'SL"-h Wiow cerire eniled. BT Priviege

- -
. '-"‘D E":“' e |,.puur|..u| Pm.p| Cardd b | Fratmn |Ir\9-p-i =:.3';“
% REDN ! ra £l Haowen  Conga (Mo ey n
Taut Dpmadmant HinE MO0 ieoli [ ]
| Comt g =

5.3.2 Modify employee’sinfor mation

[ Function introduction] Set user’s photos, subordination department,
fingerprint enrollment and so on. The fingerprint reader supports
Chinese display but does not support Chinese input. If you need to
display the name on the reader, you can download user’s information
from the reader to the software. After the name has been changed into
Chinese, upload it to the reader.

[ Operation Steps]

1.Method to enter “user management”:

Click menu: Access control management->user management
Select employee: select user in “user list”, click “modification”, and
modify user’s information on the pop-up interface, as shown below:

22
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Fl Userinfo r5_<|
UserNO. |1
Custom Mo. |aDDDD'I Photo & Frev(E)
Uzer name |><Iao wan 3 —
Department |E:Dm|:lan3,| Mame
0 Nevilfs)
Gender |  Male =
=] Save(S)
Frivilege |User -
[+ Canceld)
Card number |
Position | = &

Finger print

E—

Ennall with 5 ensor | Enrall with fingerprint device

Enrall

3. Add picture: the system support directly sdlecting photos from files.
Click “obtain from files”, enter the dialogue box of image file select,
select animage file, click “open”, and theimage file will be added

successfully, as shown bel ow:

23
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@ Oserinfo

User NO. 1
Custom Mo, |a00001 Pl
Username |iao W an

Department |C0mpany Mame LI_DI

f Prew(P)
‘ MNextM]

D Mewld]
B Save[S)

[J#  Canceld)

Gender | ~ pale

Privilege ,h

Card rumber ,—
Paozition ,—

| Setpasswad [ [ EmolCad

Finger print

=g ®
Enrall with Sensor | Enroll with fingerprint dewvice Enrall

IIIII B

5.3.3 Enroall finger print through finger print device

[ Function Introduction] Collect user’s fingerprint and preserveit in
the database. After fingerprint enrollment, please upload fingerprint
information to the specified reader.

[ Operation Steps]

1.Method to enroll fingerprint through fingerprint device:

Click menu: access control management->user management
2.Click “add”, add new user or select user in user list and click
“modification”.

24
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Lizem HO. |1

Cudom o [a
Lhs el 'me.y\

Cwpainay, |[Company Hame ||

Gendsr | o Mpw P
Firalege | Lzer -
Cord et |
Foation
Bl passvamd | I~ Ervcll Cd
Firvgi pint
tmatl | lla DRt

Envnd with Senece | Eripd wth ngeepsind deericr I el ] Wl

3.Sdect “enrollment with sensor”, click “enroll”, and enter the
fingerprint enrollment interface, as shown bel ow:

Enzell Fingerprint

4.Click the finger whose fingerprint is to be enrolled, and the system
enters a state to recei ve enroll ment, as shown bel ow:

25
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5.After the finger finishes its press on the fingerprint collecting device,
the system enters the following state shown in the picture:

Enrall Fingerprint

6. Press 3 times with the same finger according to the tips, click “yes”
after successful enrollment, return to user’s information editing
interface, and click “save and exit” as shown bel ow:

26
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- m
- 4 Fl | %
Mew  [eleie Eibt | Oesioe i RO PCOOSW0R | Searh  Concel ssandh ohumn deply | Wierw dewics enndlied & Privilege
e f.| Ui | Gt |u........ |.llp||lil|rllrld|| Pm.g.| Cadmrta | Paitien ||-wm ‘;:;:“44-\-
[2:11) (3 i a Han'Wwan  Copangl Mk Used F
Technionl Dopesreendt rz DR el Compary| Hel Usm o
T mf Dot i
] con 2 2 v

7.Fingerpring verification: select “enrollment with sensor”->click
“verification”, the following interface will appear to check if the
fingerprint enrollment is done or not.

Fingerprint werification

Failed in

0@ w}@

9.Press the finger on the device, if the following dial ogue box appears,
then the enrollment failed, please return to step 3-6 for another
enrollment.

27
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Fingerprint werification

Validation Fai

Fingurprint werification

Valication Succeec

| |
i

f |
! -~
f (/)

11 After enrollment, click “upload user’s information” on user
management interface, and upload the user’s information and
fingerprint to specified device after entering the following interface:

28
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B Oplond Tezx Infs
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12.You can select ““ Cache Mode” to upload user’s information. In this
way, if the transmission fails, the entire user’s information won’t be
uploaded to the device, or the user’s information will be uploaded to the
device before the transmission fails.

5.3.4 Enroll the finger print through fingerprint reader

[ Function Introduction] Enroll fingerprint directly on the specified
fingerprint reader. After enrollment, the information has been
preserved into the reader and the local database. Therefore, there is
no need to upload fingerprint data to the enrolling fingerprint reader.

[ Operation Steps]

1.Method to enroll fingerprint on fingerprint reader

Click menu: access control management->user management
2.Click “add” in user list, add new user or select user in user list and
click “modification”, then enter user’s information editing

29
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interface.
3.Sdlect reader’s name, as shown bel ow:

Lty rme [riien han

Dapatment [Comescy Hame =[]
Gends | o oMae 0 Femsl
Parviege |Lse -

l:m:hu'rbu|

Position ﬁ ‘{?
St pasgeond ™ Ewmoll Caed

Fingw pand
2] . Commact
nest]
etz |
E o writh fingespuink desice Erund

4.Click “connect device” to connect fingerprint reader, as shown
below:

B Oxerinfo

hser M ||
Cusstoam Mo [=

Usr rama [3ee wiam
Degwtment [Compaeybame =[]
Gends | @ Wale 1 Famae
Paviege [l =)
Card ramboms |

Position ﬁ C?
Sei passrd ™ Evmoll Caed

Finges pand

el lla' Diipcormact
Erwoll vath Sz | Erwnd writh fingespsind desrice Ennd

5.Click “enrollment” to enter “fingerprint enrollment” interface, as
shown below:

30
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6.Click the finger whose fingerprint is to be enrolled, and the system
enters a state to recei ve enroll ment, as shown bel ow:

7.Place your finger on the reader according to the tips, as shown below:

New Enroll
0Doo1-6

I'lace Finger...
ESGAExiL
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8.Press 3 times with the same finger according to the tips. If the
enrollment is successful, the following picture will appear. If failed,
please repeat the operation of step 6-8 until successful.

5.3.5Upload & download user’sinfor mation and finger print

5.3.5.1 Download user from device

[ Function Introduction ] Download user’s information and
fingerprint data in reader to the computer. The information modification
can be done through this way.

[ Operation Steps]

1.Method to enter “download user from device”:

Click menu:: access control management->user management, and
select “download from device”

2.Enter “download user’s information” interface as shown below. All

the readers in this system will be shown in the device information
form. Select the target reader, as shown in the following picture:
Notice: Select “user ’sinfor mation” and “finger print infor mation”
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3.Download user’s data. Click “download” to download user and
fingerprint data. The system will automatically preserve user’s
information and fingerprint data to the database.
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5.3.5.2 Upload user ’sinfor mation

[ Function Introduction] Upload user’s information and fingerprint
data in computer to the fingerprint reader. The modification of user’s
information in reader or uploading user’s fingerprint to the reader can
be achieved in thisway.

[ Operation Steps]

1.Method to enter “upload user’s information”:

1) Click menu: access control management->user management,

select “upload user’s information”
2.Ener “upload user’s information” interface, as shown below:
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3.Select employee and fingerprint reader, and click “upload” to upload
information. You can sdlect “high speed mode” to upload user’s
information. In this way, the user’s information can be uploaded wholly.
If transmission fails, the entire user’s information won’t be uploaded to
the device, or the user’s information will be uploaded to the device
before the transmission fails.

Notice: Select user’s information or fingerprint data to upload

user ’sinfor mation or fingerprint data.

Tips: While uploading or downloading user’s information, device
monitor must be stopped first if the communication method between PC
machine and fingerprint reader is RS485/232. However, there is no need
to stop device monitor first if the communication method is Ethernet
and the user’s information can be directly uploaded and downloaded.
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5.3.6 Dataimport & export through U disk

5.3.6.1 Import user’sdata through U disk

[ Function Introduction] Import user’s data preserved in U disk to
the system.
[ Operation Steps]
1.Method to enter ““ import through U disk”

Click right key of the mouse on user management interface, and
select “import through U disk”
2. Enter “import through U disk” interface, as shown bel ow:

E Import wser data

I Aumateinist
&H

Charale

Eelact A

Clawed 1nkeei

=e 1

3.Click “detect U disk user” to detect user’sdatain U disk. Click “add
new user to computer” to add new user or select the user that is to be
added to the database in the list and click “cover computer data’. Close
the window after operation, then you can see the imported user’s datain
user list.
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5.3.6.2 Export data to U disk

[ Function Introduction] Export the selected user to U disk and save
there.
[ Operation Steps]
1.Select the user to be exported to U disk
2.Method to enter “export to U disk”
Click right key of the mouse on user management interface, and
select “export to U disk”.
3.The system will give tips after selection of “export to U disk”.

=

? ) -
\_..‘r/ Are wou sure ko export datas

4.Verify the exported data, and the operation will be completed after
“export successfully” appears.
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5.4 Privilege management

[ Function Introduction] Privilege management is to set unlocking
time of enrolled user and access control. Every user’s privilege
setting consists of three time zone setting and a grouping setting. “or”
exists among time zones. There are three time zone in grouping too,
and “or” exists among them as well.

Simply speaking, to make enrolled user in unlocking state:
firstly, the subgroup user belongs to must exist in unlocking
combination (it is alowed to be in a combination with other
subgroups); secondly, the present unlocking time should be during
the user’stime zone or any effective time of group’stime zone.

The system default the unlocking combination as well as the new
enrolled user as the first group. Therefore, it is normal to default the
new enrolled user as unlocking state. If there is no subgroup user
beongs to in unlocking combi nation settings, the user cannot unlock.

All the users must be in one subgroup which can be : subgroup 1,
subgroup 2, subgroup 3, subgroup 4, and subgroup 5. Assign group
infformation to the users to execute management of unlocking
combination privilege.

The following passage will describe how to set time zone,
grouping, unlocking combination, etc. and how to upload the
information to the fingerprint reader.

Relationship diagram of user defined privilege, access control
group and group

38



Access Control Software Manual

Upload user’s

information

Access

Defaulted

control i
N privilege
rou
R — (YIN)

privilege

Set access
control group in
arolins  (Y/N)

Y. Upload user’s
defined privilege

N. No user *

verification

Combination of

Y. device setting. The
group and access

time zone of user’s
access control agrees
with group or user’s Refer to form
time zone. 5.7.5-1
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5.4.1 Time zone setting

[ Function Introduction] Set time zone when unlocking happens if
user’s fingerprint verification gets done.
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[ Operation Steps]
1.Method to enter “time zone setting”:
Click menu: access control management->time zone option to
enter the interface of time zone setting.
2.Enter “time zone settings” interface, as shown bel ow:

3.Add time zone. Select “add” to enter time zone setting interface and
set time zone that can be used by users.

Fl Time Zone Option E|
No. |2
Narme |21
Sunday [0000 -l [zmBg =
Monday [0000 = 2389 =
Tuesday [0000 - [2359 =
wednesday (0000 -+ [2389 =
Thusday [po00 = [2353 =
Fidy [0000 == [2358 :
Saudsy [00:00 = [2359 -

4.After setting, click “save and exit”, the setting will be saved and
displayed synchronously in the list, as shown bel ow:
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£ Time rane Opticn

x -
N Daiste  Ede

- le Buniy | Mondw | Tuesde | wedesise | Thendw
[ e [ End | Bogn | End [ Bepn [ End [ Bepn | End | Bep

1 LR R L R e =]
21 0600 1058 OO JESR O0D)  13EA (00D 2368 DROD XRER  OMO0  ZRED OO0 35

21 Ofb 115 0B0] 1158 GBO0 1188 PG00 2B MO0 23N OO0 2B DOdD  ZaE)
44 o000 139 ORD] JRSS OOD0 J3%5 [@0X 1T (300 1TEE [0 1IN 30 1RE
54 L CACURe= B R e YR = B 31 S o O {1 - SO 51 (I ot 11 (s
&k OO0 22EH 0e0)  Am5H R0 1950 De0D  TeER 00 1BRES OO iREd D00 23EY

5.Modify time zone. If it is necessary to modify some time zones which
have been specified, sdect the time zone in the list, as shown
below:

£ Time rane Opticn

x -
N Daiste  Ede

- le Buniy | Mondw | Tuesde | wedesise | Thendw
[ e [ End | Bogn | End [ Bepn [ End [ Bepn | End | Bep

1 LR R L R e =]
21 0600 1058 OO JESR O0D)  13EA (00D 2368 DROD XRER  OMO0  ZRED OO0 35

21 Ofb 115 0B0] 1158 GBO0 1188 PG00 2B MO0 23N OO0 2B DOdD  ZaE)
44 o000 139 ORD] JRSS OOD0 J3%5 [@0X 1T (300 1TEE [0 1IN 30 1RE
54 L CACURe= B R e YR = B 31 S o O {1 - SO 51 (I ot 11 (s
&k OO0 22EH 0e0)  Am5H R0 1950 De0D  TeER 00 1BRES OO iREd D00 23EY

6.Click “modification” to enter time zone setting interface and modify
the time zone.
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I;_.I Time Zone Option

Mo |3
Mame H
Sunday |00:00 -+ |2359 = -
Monday |00:00 = [2353 =
dh Mext[M]
Tuesday |0000 - |2353 =
Wednesday |00:00 - |2359 = []  Newld]
Thusday 0000 = |2353 = B el
Friday |00:00 = |2383 ==
Satuday |0000 - |z3Es - ¢ Cancel)

7.After modification, click “save and exit”, the new one will be saved
_and synchronously displayed in the list, as shown bel ow:

2 Time rane Option

™ -
Ham Dabis Edt

Ha [ | T | Lt | Wiy I e | Thisudsy | L | R ) F
| Begn | End | Begn | End | Begn | End | Begn | Erd | Begn | End | Begn | Emd [ Begn | Erd |
11 EENE N ]
rirs DEDY 1158 DHN 379 00D 2379 DEOD 23% O0D0 7158 OO0 71t 030D 71T
M EEEn 35 BN M5 06 M 00 35 00 25 M0 3% Be n3wS
14 ORDD  FRSH DM 2358 D0DD 359 (RO 1TR (RDD TSR DRM0 1R BI0 1TE8
55 B0Y TIfA DA00 17S 00D 1789 BACO 1THA CROD PSR DSOO IR%R MOm0 2%
E& R0l 58 [ 20T OEDF 1359 0300 19 0300 1358 09900 13% 0d00 13%S

Notice: Set aday’s starting time bigger than ending time, then

only fingerprint verification can be done. For example, the starting time
of Sunday is 12:00, and the ending time is 11:00. After setting, please
upload the time zone to the device.
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5.4.2 Management of access control group

[ Function Introduction] Access control group is to make users into
groups. It is convenient for the management of access control with
many devices. For example: a factory has many access control
machines. User’s access control time differs on different machines.
Therefore, a number of access control groups can be set to define user’s
time on different machines. The setting can be uploaded to the access
control machine once, then the machine will work effectively.

[ Operation Steps]

1.Method to enter « access control group management”:

Click menu: access control management->access control group
management
2.Enter “access control group management” interface, as shown below:

Bl hccexs Contral ©rowmp E|E|E|

- =
Maw Dalwie Edt | Asignnm  Aemoss
Hem Tevzaral | Tivwsorwid 1-m3|"'
B ALD 1
TesirglRADN E] o i
1 1
3 L b oy ook inclosion oolluren e okl Dbl | kg b valiiedecl
I Useino Ltz narss
O |
= [ oo 1

3.Build access control group. Click “add” and input name and select
time zone in the editing interface. Then click “save and exit” or
click “save and add” to add new access control group, as shown
below:
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L.[_-J Accesz Control Group E'
| qp Prev[P] |
& Newly) |
D'escription |
Timezone1 |'| LI_DI_EJ | B M |
Timezone2 | ~Dile| | 5 T |
Timezone3 | L[D]_{?] | [« Canceld] |

4.Then the added access control group will be shown on the
management interface. For access control group modification,
please click “modification”

B dpcpxxe Control Crooup

b -~ =
Hew  Dweiete Bt | Assign user  Remose
Hare Thaeavne] | Threszwed fﬂ'\-e:a:--e‘:ll”L | b o Wger rawes |
[ H
T et E0] ]
- JEo—d [1]

5.Personnel distribution: the personnel will be distributed to different
access group to execute management. Click “personnel distribution” on
the management interface, as shown below:
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Bl hccexs Contral ©rowmp

-
Maw Dalwie Edt | Asignnm  Aemoss
Hem Tevzaral | Tivwsorwid 1-m3|"'
B ALD 1
TesirglRADN E] o i
1 1
* L b o ok ko s coluren e Fobd] Ul | kes b raliielal
I Useino Ltz narss
o |
= [ oo 1
Tips:.

1. Theaccess control group isto manage the usersin groups. Itis
different from the group setting in privilege management.

2. “Group” in group setting means group in devices. One device
can own 5 groups.

3. “Group” in access control group is subordinate to group. To
make user employ time zone of access control group, please
select access control group in menu: “privilege management”->
“group setting” and upl oad access control privilege.

5.4.3 Group setting

[ Function Introduction] Set time zone when fingerprint verification
gets done for user’s subgroup.
[ Operation Steps]
1.Method to enter “group setting”:
Click menu: access control management-> privilege management
and select group setting interface.
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2.Enter ““ group setting” interface as shown below:

- .
> > + 11
M Bt Dslem | Uplosd sebting  Dewics inchucs sy Argepeink state | Copy Pashes
= Coafud Lbset tepiest Conirnd | Eeoosts Conbni i | foosis Donbinedon
- . -
i Groapno, [ Bren newne | i | Desoribion | Tireamne] | r-n-eec--r:| r-n-eec--e?| Desice nwss |
LR ¥ Erral 1
ut
2 Creapn [T
1 Groupd i
A Groups i
9 Groags i

L4 3

3.Edit the groups. Select the group needing editing and click
“modification”, as shown below:

I;_..I Group Option E'
Mo |E
M arne |gru:uup B
Dezcrption | | + Frev(F]
Access control group | Lli?] | +* M)

Timezonel =Dl | B Mew(s)
Timezone? | L[Dli?] | (=] Save(3)
Timezone:3 | L“jlg] | [  Canceld)
Yerification style |FF'.-"F‘"-R-".-"F|F j

[~ Holiday take effact
Device name | J
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4.Sdect time zone when fingerprint verification gets done in the
drop-down list, click “save and exit” and the data gets saved.

@ Group Option

MNo. |6
Mame |gr0up E
Description |
Access contral group | j_ﬁ?] ‘ Mext[M]
Timezone1 || FDI_C?] | B Mewld) |
Sunday Maonday | Tuesday | Wednesday | Thursday | Friday | S aturday

Mo

Begin End Begin End Begln End Begln End Begin| End Begln End Begln End

: : DDDD 23 9 00:00 | 23 : : : :
00:00 | 2353 00:00 2359 DD 00 2353 DD 00 2353 00:00 2358 00:00 2359 DDDD 2353

TTON Y TaRE STt

(S rny —
Sy —

Device name

5.4.4 Unlocking combination setting

[ Function Introduction] Set user’s unlocking combination: one or
more than one (5 persons at most) person’s fingerprint verification can
lead to unlocking.

[ Operation Steps]

1.Method to enter “unl ocking combi nation”

Click menu: access control management-> privilege management,
and select unlocking combination setting interface.

2.Enter “unlocking combination setting” interface, as shown below
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3.Edit unlocking combination. Select an unlocking combination record
and click “modification”, or click unlocking combination record
twice to enter modification interface, as shown bel ow:

|£_-..| Accezz combination E'
Mo, |
MHame |Eu:um|:uinatiu:un2
Dezcription |
Group] | LI.‘C?I | f Prew(P] |
Group:s | j@] |‘ M emt[M] |
Giroup3 || | F_ﬁ?] |E Save(s) |
Mo, Mame
Groupd
o 1| Group |E]:" Canceld] |
Groups 2 Group2
Device name 3| Group3
4| Groupd
5 Grouph

Select subgroup in the drop-down list. Sdect unlocking
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combination subgroup from group 1 to group 5. Click “save and
exit” to save the setting.

Tips:.

1

If you sdlect subgroup 2 & 3 in group 1&2, employees in
subgroup 2& 3 are the ones whose fingerprint verification can
lead to the unlocking.

It is the same with subgroup 2& 3 in group 1 & 3.

If you select subgroup 1 in group 1 &2, two persons in one
group can lead to unlocking after their fingerprint
verifications get done.

No order needs when a number of people engaged in
fingerprint verifications.

5.4.5 Holiday setting

[ Function Introduction] Access control time in holiday may be
different from usual access control time. In order to make operation
easy, the system provides holiday setting to solve the problem of the
special access control time in holiday.

[ Operation Steps]

Click menu: access control management-> privilege management and
select holiday setting interface.
2.Click “add” to add holiday.
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|£_-..| Holiday Setting

Mo,

Begin Date
End Date
Timezone

Device name

X

| f Prew(F]
(0101 < & Newmy
0101 ~| | BT
| RIEIZ] | B  sed
| ]~

| [ Canceld)

3.Input the starting date and ending date of the holiday, and select the

access control time zone during the holiday.

[D Holiday Setting @

No. |1 | 4 PP

BeginDate |01-01 57 4+ Mexti)

EndDate |01-07 h B Mewiz)

Timezone || FD]_C?J = i
No. | Name Sunday Monday Tuesday ‘Wednesday | Thureday Friday Saturday
) Begin| End Begin| End Begin| End Begin| End Begin| End Begin| End Begin| End
11 0000 2353 00:00 2359 00:00 2353 00:00 2359 00:00 2353 0000 2255 0000 2359
33 00:00 | 2359 00:00 2359 0000 2253 00:00 2359 00:00 2353 00:00 2359 00:00 2359
55 00:00 | 2359 00:00 2353 00:00 2253 00:00 2359 O00:00 2353 0000 2353 00:00 2353

4.Click “save and exit” and the set holiday will be shown.
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5.4.6 User ’s specified privilege

1) Set theaccess control privilege used by user during group time
zone

[ Operation Steps]
1.Method to enter «“ user defined privilege setting”
Click menu: access control management-> privilege management,
and select user defined privilege interface.
2.Enter “user defined privilege” and edit user defined privilege. Click
“add”, enter “user’s access control privilege setting guide” interface to

select user that needs editing privilege or select al the users, as shown
below:
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= User Rocess Contral Privilege Optian Guide

Salenl iy Chesse,

iocabe racord by nput Mo nio She ged
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Chack &l Unchack &l

3.Users belong to group 1. If users need to be distributed to other
groups, it is necessary to redistribute users to different groups. For
example: to distribute User 1 to group 2, User 1 should be selected.

After the selection, click “next”.
4.Click “group number”, and select “group 2”. Click “save” to save the

set privilege.
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5.After the above steps, User 1 is distributed to group 2, as shown
below:

Bl Privilge mansgemomt
el > + i ¥ u T
Mo Bt Delos | Uplosd sebfing  Dewice inchucle user Argaipnt shate Seath  Conced sswch | Copw Pt
= Dafd The privilge hes been cherged, please uplced o the devies.
T Uhiet Scess Conwed | ooss onkol g | 2oosis Conbewbon | Hobly 5ok - ) )
= b lsarHe | Lira rsrm Grop litm gwppw-pl Twazoral | r— |  p—— | Daon &
etz narsa
Iz i et Bl Ta1 ]
(0[] arg tactl -+ Bl far bt
B[R H w
< ¥

6.According to step 3-4, set the subgroup users belong to. Then click
“upload setting” to upload user’s access control privilege. Select the
device and the privilege item that needs to be uploaded in the
window, and click “upload”.
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@Upluad Setting &

Steps 1: Select item to upload. please.
2 Select device. please.
3 Click uploading button

User information | Device no. | Device name |
ser ) [v 1 testl
Fingerprint B

Access Control Dption
Time zone

Aocezs Control Group
Urlacking Combination
v | JIEE cess privilege

Holiday Setting

Current process: [ Cache Mode
Total Process: | f Upload | | I}]:* Cloze |

2) Set theprivilege under the condition that user will not use group
time zone.

[ Operation Steps]

1.To make user belong to a group but not use group time zone, “use
group privilege” isignored in the privilege setting interface. But he
can select his needed time zone.

2.Then click “save” and enter “privilege management” interface. User
defined information is shown synchronously in the list, as shown
bdow: User 1 employs group privilege while User 2 does not
employ group privilege.
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3) Deleteuser defined privilege
[ Operation Seps]
1.Select the user that need deleting privilege on “user defined privilege
setting” interface, and click “delete”.

= Privilge mansgement

- - -
! T E f "
e R-H Upload sefting  Desios include user  Frgerpert siabe Sewch  Cancel sawch | Copy  Pasie
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B-b - Lisw M I I epreey | Gin thmm|Tnml |1i||.m'»z| rhmllt:l| I::: g
1€ ] 1ot 1 gl et =
1 el
I L
‘b Ifernstice: dsdene The racerd from Seiebess
—* |
oo 2 4
£ ¥
Tips:.

1. The access control privilege distributed to the fingerprint
reader cannot be del eted while deleting user defined privilege.
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If you want to forbid user unlocking, click “modification” to
enter “user defined privilege editing” window, sdect “forbid
user”. After saving the privilege, click “upload setting” to
upload access control privilege.
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5.5 Report

5.5.1 Monitor record report

[ Function Introduction] Query all the employees’ in-and-out record
during some time zone. There are two ways to query records: one is
inputting the starting & ending time and clicking “refresh” to get all
records during some period. The other is clicking “query” and inputting
detailed query conditions to get the records.

[ Operation Steps]

1. Click menu: “report”-> “monitor record report” and “monitor

record report” window will pop up, as shown bel ow:

T BHE =0 H—[mEmn -5 5| Adbch Sauwch Carcal sawch Expod
Digsvios Ha Duwing: runes Tive: Ell e Hi 1o i Coad Hi fad

¥ "
|1 (™= NI 16 212 ArcmidFngapr] 1 i Wan
) Il A0 1E10ED Apcesfrgapml] 1 Wi Wan

1 bl G 131047 BooeFingapind] |1 i Wy
g =] AR 151042 ArcmFrgapnl] 1 Hima'Wan
L bl G 147102 AoceFigapin] |1 frrepoe
g "] BT 1ALED ArcmdFrgapnl] 1 ¥ima'Wan
|1 bastl s LR E ] drrerdfrgapmi] 1 Wi Wen
g 2] Fuh: LREE by BooeFingapind] 1 i W
|1 (=] NN 1420 ArcmidFngapr] 1 i Wan
L bl G 14215 BoeFigapind] 1 i W
i sl BRI 142200 ArewisFnguen] |1 W WA
Hy L2 ot U R P Arowdfrgeenl] 1 i Wen

1 ] LTI 141721 BooeFingapin] |1 i W
g =] AR 14117 ArcmFrgapnl] 1 ima'Wan
| [Courid ] -
Saach s

i PeiE) L Freenly]

2.Input refreshed time zone in “starting & ending time”, and click
“I’Efl’eSh”
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=" Moniloring record report
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3.Click “query”, and set querying conditions in the pop-up window. As
shown below: user can query record through setting all kinds of
conditions.

I'Search

| [ e sz
Tima
| |even - =l
Lhzer no
Lhz8r name r
- 1 -
| [Commmication way &l
|IP ddreas
Serial post I E———
1 T

w| = BHD " OR

| Doded || Ocde Cee  ||w Ok

5.5.2 Alarm report

1) Query darmrecord

[ Function Introduction] Detect fingerprint that does not pass
verification, menace fingerprint, tear-down alarm, unexpected open and
so on.



Access Control Software Manual

[ Operation Seps]
1.Click “alarm record report” in the drop-down menu, and “alarm
record report” window will pop up, as shown in the following picture:

= hlarm record report

Tia[20EH =000 H—[HEEn  =][235 5 o Felech Sawch | Cancalzmach [
Evart [ Tim [ Lrarbla [ Darvica He
= 5]
Sassch oo
E-CET

2.Click “query” to set querying conditions according to different
demands. Sdlect various abnormal events in “events” to query
alarm records, as shown below:

Mame Describtion

|_|Device no.

Device name
| Time
#[Event LI
| |Userne.
e nane /-
u Communication way
|IF address

Serial port
e > Al

M & AND " OR
| Delete all || Delete || Cloze || v Ok
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5.6 Device management

5.6.1 Read infor mation from finger print reader

[ Operation Steps]

1.Click “device management” in the “access control management” list,
users’ number, fingerprints’ number and other information can be seen
on “fingerprint reader information” interface. Select fingerprint reader
and click “read setting”. The access control software will connect the
selected devices automatically and read their information, as shown
below:

Deviee wansEs

» > s
Fiaw Dowea  Dolata Devica | Mew Goup Dokta Group S0t Ghoup

= Dl Dierios It | Crrmardion | wisgand | Bieneiin | Pows | Aogsss Corand | Wiss | D
T Bt sy
s b Liner Cound- o Log Count 31
Firgeipint Cound-1 Super bog cound 112
Ay abor Cound:-[1 Froduct MarseFilfis
Passmond count: [ Geaal Hunber PG50
Marulieh o v 20060617 1 Firmmaan s 619 203 0T 2007
Copaciy
U 3000 Frgerpant 150
Log G000

5.6.2 Communication setting

[ Operation Steps]

1.Click “communication setting” to seeitsinterface.

2.Click “read setting” to read the communication setting of the
selected device. Then modify the device’ communication manner
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and communication method, such as baud rate, communications
password, network rate and so on. Later, click “application
setting” to upload the modified setting to the selected device.

Devlce BamEge

® ¥ -~
Merw Desara  Deodato Desina | Rew roup Delele Group S Groln
= D=l Dieice Ik Commardion | wiegaend | Bt | Powst | Bocsss Corba | Miae | Othe |
il o TS A T
I [T ]
Covreramizaten beaE hawal =| D Wt 1
IFéddess] 12 162, 1 _aml Pal| 4
Carrrmaraation keg Tt Conaacian
W prvarasnacalom opHeor e
Brzvac] sbe [ 115200 = Dievioe ke
Fadberr| 13z 188 1 2m HetSpoed BUTE x
oo rsiceadionn bosy Goeweg| 0,0, 0,0
Neras| 265 95 355, 0
F Ethenet R RS I REsS
| ;= [ |

3.After parameter modification, click “application setting”, then
“operations complete” will appear, as shown bel ow:

Dewice manage &]
.

"jt'r) Dyeralion finiuhl

5.6.3 Wiegand

[ Operation Steps]
1.Click wiegand item on “device management” interface.
2.Read setting: 4 choices will be shown in the drop-down list whose

format is specified. According to your demands, 26 bit or 34 bit
can be set.
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» > s
Fiaw Dowea  Dolata Devica | Mew Goup Dokta Group S0t Ghoup

= Dl Clevice Indo | Comrmrdion  Wispand | Bieneiin | Pows | Aogsss Corand | Wiss | D
= - it S eting It Safrg
o3 &
I | F Pre-Dafrsd loma (e &
[wiegandZ® without (el fSae Co = | [
[ Fadedi | [ bz [ [
[ Stecade o
Puizs Width Fulen Width
Encond [ mssoond
F Ute Dalast b LlgeCifed
Puips il Fulen |niarid
| 100 usecond [ urenond
[ Uze Delost [+ Lo Dbk
e D Sk Dpliors

3.The meanings of various choices:
Specified format refers to the specified format built-in system. It is no
longer necessary for user to define the total bit length and the position
whereinformation locates.
System default 4 specified formats. wiegand26 with device ID.
wiegand34 with device ID. wiegand26 without device ID. wiegand34
without device ID. Wiegand26 with device ID refers to W26 (with
device ID) format export. Wiegand26 without device ID refers to export
of W26 (with no device ID) format. Device ID is specified as the
following: the export is fingerprint reader ID if there is no zone bit code
setting, and the export is the set zone bit code (similar to machine ID,
but specified by user, able to be repeated by different machines, ranging
from O to 255) if zone bit code is set. Failed ID: the failed ID (0~
65534) exported after failed verification won’t be exported if you don’t
select it.
Zone bit code (0~255): it is similar to machine ID, but specified by
user. It can be repeated by different machines.
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User defined format: user defines the exporting format of Wiegand.
Total bit: the length exported by present format

ID start: the position where ID startsin total bit

I D bit digit: bit length that ID occupies

Pulse Width : pulse (generated by Wiegand) width defaults 100
microseconds. It can be adjusted between 20 and 800 if the
administrator can not receive Wiegand.

Pulseinterval’s default value is 900 microseconds, and can be adjusted
between 200 and 20000.

5.6.4 Verification

[ Operation Steps]

1.Click “verification” main interfface of “device management”
interface, as shown below, click “read setting” to read the verification
information from fingerprint reader.

e > -
Mew Davice Dot Dowea | Mow Group Dokt Goup B0 Group
= Dermi Drerwics I | Conmmurdionn | Wwisgand  ESomeiss | Poses | doosss Condiol | Mise | Othes |
=3 ]
el
¥ b

T:M Theasheld | High

140 Theeghold [Vemshigh =1

iy 1:7 warify | Wo »
Matlylhcﬂdlmi'

|: Fiad Ophera I S4t Diptiont

2.You can change your selection to achieve best effect.
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3.Definitions of various choices

1:1 Verification only: “1:1 verification only” can be set “yes” for
a user who has fingerprint and ID card or Mifare card. While
verifying, the user has to use his card, then press fingerprint. If the
card is not used, there will be no result while pressing finger. ID
card verification only: it is set aimed at ID card. When selecting
“yes”, the user can be verified with ID card only. When selecting
“no”, the user has to use ID card and press finger to get
verification.

5.6.5 Power management

[ Operation Steps]
1.Click “power management” on “device management” interface,

then click “read setting”, as shown below:
T |

* * P
Haw Dowie Dokt Davica | hew o Dedete Goup Bkt Group

= Defni Desice Info | Comnneniion | 'wiegand | Biometrio  Foees | Aocess Condal | Milare | Othe
s oa
tmit]
i b
I Optin|Hbamate =
I it [

[ Faad Opfiore I St O it

3.ldleness setting: set the state during idle period---shutdown or
dormant. The idleness setting will be inefficient if there is no idle

period.
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5.6.6 Access control

[ Operation Steps]

1.Click “access control” on “device management” interface, and read
setting as shown below. Lock control delay (its least unit is 20ms, with
general setting of 100~200ms) is used to control the unlocking time.

% s >
Faw Dovica  Dolaba Devica | Mew Group Delata Glogp B0 Ghoup
= Dalud Dm!lrﬂﬂ':w\mﬂm Wwingend | Bmglic | Pown  Boeazz Corkel | Wi | Qi
=
et
b
lock: Condscl Dl 20mal | 150

5.6.7 Mifare

[ Operation Steps]
1.Click “Mifare” on “device management” interface to read setting as
shown below:
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Dowice mamage

x> b ey
Mow Davica Ol Cesvice | Maw Group  Celels Goup Edit Group
- Dalaid Dwvien Infa | Commurition | Wisgend | Biowwhic | Porm | Aecess Coanbel Wi |E'hql |
=
beatl
b

FP pound
1

4w

Swclo countFa FP

]

4w

St 1mcior Hi
o

7

1 Fo FP

|1b-_

Cowd kg
i o]

e

2.Definitions of various choices:

Fingerprint number: the fingerprint number stored in Mifare card
Fingerprint starting sector: the first sector for fingerprint storage
in Mifare card

Sector number: the number of sectors where fingerprints are
stored

Card password: password to read and write card, only to be set,

not ableto be read

5.6.8 Other settings

This part is mainly for the convenience of device setting.

[ Operation Steps]

1.Click “other settings” on “device management” interface to read
setting, as shown bel ow:
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X * g
Pew Denvion  Dalgta Derce | Mow Group  Dalata Group  Edit Groug

EET Dwvicnbnle | Conmaniian | ‘Wisgend | Biowaisc | Povmr| Access Control | Mifme D
=N
Ly tesil Cnphurs Fngerpent
stk D | Possst olf D |
Lipelube B | Clear sdimin pirviage |
Irial [imacm | Bprey Hrms |

Cda Fewrat |77 WNDD =)

Wosoe | Dpan -

Fiead Dpbons et Diplione

e g Fobed

2.Definitons of various choices:

Restart device: click machine’s name in the list, and click “restart

device” to restart the device.

Shutdown: click “shutdown” to stop working of this device.

Upgrade firmware: To avoid abnormal process, it is not suggested
for user to upgrade the firmware without consulting
dealers or getting informed from dealers.

Clean out administrator’s privilege: select the machine name that

administrator belongstoin thelist, and clean it out.

Initialize device: click “initialize device” to initialzie the device.

Synchronous time: make device’s time and computer’s time

synchronous.

Grasp fingerprint image: click it and you can see your recent

fingerprint image (except for F4 plus) .

Date format: select data format in the drop-down list. The date

format here means the format displayed on the starting interface of

fingerprint reader.
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Voice function: you can select “open” or “close” to decide whether
the reader will use voice or not.
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5.7 System management

5.7.1 Build database

[ Operation Steps]
1.Click“build database” in the drop-down list of “system
management”, and its window will pop up, as shown bel ow:
Click “next” after inputting the information.

Create databaze &

Input company infarmation. pleaze.

Company |ZK Software
Address
Telephone

Fax

2.Select database type to input database’s name, click “finish”, and the
system starts building database.
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Create database §|
Input database name. please.
Mame ATT2000
Database type | Access [Microsoft Office Access) j
i (i

Notice: Only English letters or numbers are acceptable. Don’t input
special symbals. If SAL Server is selected by database type, please
install SQL Server of M SDE before building database.

5.7.2 Set database

[ Operation Steps]

1. Click “set database” in the drop-down list of “system
management” to get the window as shown below. Select database type
to input database information, then click “test connection”. If test
connection succeeds, click “yes”
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(« Access [Microzoft Office Access]

Databaze file C:\Program Files‘dccezsControl\Data AT T 2000 mdb

" S0L Server

Server . -
Database Mame [&TT2000 -

SOL Server
(¢ SOL +windows

|Jser |za
Pazzword

]

o ]|

Notice: If SQL SERVER database is needed by the system, please

select mixed verification mode when you are installing it.

5.7.3 Database management

[ Function Introduction] Prepare back-up, recovery, and compression
for database, delete out-of-date data, set database password and so on.

5.7.3.1 Prepare back-up

[ Operation Steps]
1.Prepare back-up: click “system management”->

“database

management”->“database back-up” to get a dialogue box, name
and save the database under the safe directory, then click

“ back-up”, as shown below:
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@ Backup databasze E'

Backup to:

5.7.3.2 Recover database

[ Operation Steps]
1.Click “system management”-> “database management”-> “‘recover
database” to get the window, sdlect the back-up file and click
“recover”.

@ Eeztore databaze @

Pleaze zelect databaze file

C:AProgram FilezhtecoessContralhD atahW AT T 2000, mdb @

Restore |

5.7.3.3 Compress database

[ Operation Steps]

1.Click “system management”->“database management”->“compress
database” to compress the database.
Notice: Thisfunction only works for Access database.
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5.7.3.4 Delete out-of-date data

[ Operation Steps]
1. The out of date data can be deleted. Click “system management”->
“database management” -> “del ete out-of-date”, as shown below:

[l Clear all exzpired data

Backup to: |E:'xF'rcugram Files\.ﬁ.ccessliun@ | =] Backup |

Date|m- 7 ﬂ | > Clear |

[w Delete monitoring record

[w Delete alarm record

Notice: Records on the expired day will not be deleted.

5.7.3.5 Set database password

[ Operation Steps]

1Click “system management”->“database management”->“set
database password” to input the password in the window as shown
below, then click « set”.

@ Setting database password [5_(|

|nput new pazsword

| W ok | | 42 Cloze
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5.7.4 Operator management

[ Operation Steps]
1.Click “operator management” in the drop-down list of “system
management” to get the interface as shown bel ow:

Fl Spucatur manapoment

Mo Lper W i | mogules | Bromse INv.-wl [t | Edit I Emcule I Frnd |chh |-
¥ A chariastaor =) S i Dphiant = I r r
Dcasnicr Paeemond
jﬂe—:lme[mmw

0

% e britiskaston
[k=vace bW anagement
Wear Mg nari

T o 2w Bipition
ot Cotrubes
[k=patmend M aragsee
Pdece Moragemeni
Ancizs Conidl G
Do brechche Lboar
Dhowvmmbiued Fecosd
Firgeypent. § s
Moo Alepod

| Al Fiat

I
1900
1 %% w0

11 =

1717

o e - 1 4
BT R R Y
1

URNAURNIARQNYUURC[NN Y F
LUR IR

i A D - 1 s 4 -+ M e |
LRSI

=l =1

Entting o peviege I Caronl s panaliae H e
Thaes ey idistes user desbbs o st e privkege mie bable

2.Click “add”, input operator’s number, name and password in the
pop-up window. You can select the super administrator, as shown
below:

@ Operator management [Z|
Operator Mo, |'| J
Dperator name |wang | D New(A] |
| E Save(5] |
Faszword ||
Adrminiztrator [ | EB. Lanceld] |
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3.Click “save and exit”, and set privilege of the new-added
administrator on “operation administrator” interface, as shown
below. You can select “set all privileges” or “cancel all privileges”.

= Operatar momspessnt
[ -
MNew  Delgts  Edt
| | Mo, | I pem Mne I dacirar s |" I runchiles Ewwmn |HfH| [hzlete | Exlit | Exerun | P | Emarh |*~
Adewn | et 15 [ J5ivtten Qptens ¥ r I r ¥ I r
j1 mang n | N paratin Pasiiownct b [ I b J [ [
Fieshowe Dot shoss W [ r [ = r [
B 8 ot | reliairation =] l_ r r ¥ r I
[ [y ree—— - - ] W r e
[ Juser Manageman F F = = ¥ v [
[ ]7eree Zorm Opicns R W W f f i
Morskor Contes W [ r [ - [
[ [FT—rv—— - ] W r e
Gy e ——— R ) W ¥ E
Jesessstonnicoe. # F F  F ~ il
| | Cowwic |roch ok Llzar b [ - [ J [
[ rwrskiand Pl W [ r [ = r [
[ | Forrmeinn 50 F | = r r Filr
[ JHacrstes Frepant ¥ || T r r R
ENHhFHWI = - » r » W F e
Bl ol prringes Coanged ol priviege B o
¥ Thes G mnchoates uisl cisable b ol Has paallege i Hee lable

4. To modify password, select the employee on the “operation
administrator” interface, click “modification”, then “ save and
exit”, as shown bel ow:

I;_..I Operator management b__<|

Dperator Mo, |1 J

O perator name |wang | D MNewla] |
| S Save(S) |

Paszword )

b W @ corceln) |
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5.7.5 System parameter setting

[ Operation Steps]
1.Access control setting

1) Click “system management”->“system parameter setting” to enter
system setting interface, as shown bel ow:

@ Systen operation g|

P——————
#ocess controli

Company . Setting alarm voice

[~ Auto-manitar [ Dizplay by animated
Fail to connect many times until dizconnection

v Always check j
User no's digit bit Auto - Device poliing cycle(zecond) 2 :II

1 EI: [Hours] Display the record lately

Iv If uzer don't exist int database, the system will append user.

[ Uze the map mode.

Upload

v The system allow user passed while it don't assign privilege for user.
[~ Combin Time zone of Access Control group and Group

Download

Frequency Mone -

Time | Time format; 3:00; 10:00; 17:00 [24 hour)
Cuycle :II Hour j Mirute

I~ After download finish, Cancel device record.

B ok |[@*  Cose

2) Parameter setting
1.1 Paameter [automatic start control ]
Automatic start control refers to whether the program is under control
automatically when access control software is working. If you select it,
the program will start monitor over fingerprint reader when your access
control software isworking.
1.2 Parameter [monitor display in animation]
Monitor display in animation refers to whether the software’s icon is
displayed in green & white alternately when reader monitor is normal.
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If you sdlect this parameter, the software’s icon will be displayed in
green & white alternately, or it will be displayed in green.

1.3 Paameter [There will be no connection with device any more if

repeated connection fails.]

This parameter refers to whether the connection between software
and fingerprint reader is broken or not during the specified period. If
you select « detect all along”, the software will try to connect with
reader all along after the connection is broken. Or the software will try
to connect with the reader during the specified times, and the software
will stop connecting with the reader when it fails in the specified times.
For example: when the software fails to connect with the reader in the
first floor, the software will try to connect with the reader for 50 times
with 2 seconds’ interval. If the software fails 50 times, then it won’t
connect with reader any more.

14 Paameter [Default privilege is employed when there is no
specified access control privilege to upload user (use time zone of
group 1)]

It refers to default privilege is employed as user’s access control
privilege when user uploads his information without privilege
specified in privilege management. While using default access control
privilege, all usersbelong to access control group 1. The default time
zone of group 1 is time zone 1. Using access control time zone 1
means that al the users can open the door through fingerprint
verificationin 24 hours.

1.5 Parameter [access control group combined with group time zone]

We can manage the user in subgroups, and set time zone for
user’s subgroup. Three time zones can be set in access control group
and limitless access control groups can be set in the software. The
group seen in privilege management is group in the device. There are
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only 5 groups in the device, and 3 time zones can be set in each group.
Please distinguish access control group from the group in privilege
management. When access control group is employed to combine with
group time , add access control group to a user and set 3 time zones for
access control group. The group in group setting is also set with 3 time
zones. At this time, user will employ the group time zone in group
setting firstly. If only one time zone is set in group setting, while
selecting [ access control group combined with group time zone],  the
time zone in access control group will combine with time zone in group
setting. After user’s information is uploaded, there will be 3 time zones
in user’s access control privilege. They are group time zone 1 in group
setting, time zone 2 &3 in access control group, as shown in form
5751

Form 5.7.5-1
Access
control group
Timezone | Timezone
Name combined Time
with group ' ? period 3
time zone
Access 1 3 5
control
group
Group 2
yes 2 3 5
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no 2

1.6 Parameter [download frequency]

It is to control download: periodic download, download in the
specified time, or no download.
1.7 Parameter [Delete device’s record after download)]

Delete the record stored in the device automatically after download
of device’srecord.

1.8 Parameter [digit used to number user]

It refers to display user’s number in digits. For example: if user’s
number is 1, 1 can be displayed automatically, while its five digits
display is 00001 and 000000001 for nine digits.

1.9 Parameter [device’sinquiry period]

It refersto theinterval while software is examining the device.

2.Company’s information
Set company’s information on the page. Input and modify
company’s information, as shown bel ow:
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L!_..I System operation r5_<

S ————

Access control . Company ) iSetting alarm voice:

Anti-dismantle alarm |C:\Pr0gram Files\.ﬁ.ccesstontrol\sound\.&larnﬂ @), Play
Unauthorization alarm |C:\F‘rogram FiIes\AccessControl\Sound\lnvalﬂ @, Play
Duress alarm |C:\Program Files\.ﬁ.ccessl:c-ntrol\sound\Forctﬂ @), Play
Impraperly closed door |C:\Pr0gram Files\.ﬁ.ccesstontrol\sound\NoCIﬂ @, Play
Open the door by accident |C:\Program FiIes\AccessControl\Sound\Sudcﬂ @), Flay
Mizz push alarm | ﬂ @, Play

B oc  |[0  cos

3.Alarm voice setting
Set voices of various alarm

L:_.I System operation [z|

Access control Setting alarm woice

Company| ZK. Software .

Address

Telephone

Fax

[J*  Clase
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M SDE installation

1
2.

Download free MSDE install from Microsoft Web site.

Start installation. Click: start->operation, input “cmd” in
“operation” window and press “enter” to get “command ling”
window. Enter MSDE install directory, input setup
securitymode=sgl sapwd="“1" then press “enter”, and MSDE start
installing. Employ securitymode=sgl to express the installing
example specified by SQLServer with mixed mode used. Under
the mixed mode, the example supports identity verification
enrollment both through windows and SQL. Sapwd="“1" means
specify a powerful password for administrator’s entry. Here, 1
can be changed into your own password. After the installation,
restart the computer.

81



Access Control Software Manual

6. Appendix

6.1 Connection of access control machine and system

The system provides three connection methods; RS232.RS485. TCP/IP,

6.1.1 Connection through RS232

[ Operation Steps]
1.Connect machine and computer through RS232 according to the
following picture of signal lines connection.

1 ]
3 7
\O © O O QY
\ !
\C © O O/
6 9
Access Contrnl  1PC DEY
mipnal mipnal P
i -————- EXD Z
RED ——-===- THD 3
GND ---==-- GHD 5

2.Click “menu->setting->communication setting” to Set RS232
communication manner for the machine. The following picture
displays the set result. Please pay attention to baud rate, machine
ID, Ethernet, RS232 and the setting of connection password.
Notice: Connection with Ethernet must be broken when RS232
connection is open.
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Comm Opt
BaudRate 115200
Dev Num 1
IP Addr

Het speed Autos
IF address +
Met Ilagk

Gateway

TCP/IP N
R5232 ¥iel
R5485 N+
Link code 0+
Exterm Mlodem Y

3.After setting, press “ESC” to enter “save” interface, as shown bel ow,
select “OK” to save the above settings and select “ESC” to cancel
saving the settings.
Notice: After saving the settings, the machine needs to be shut
down and restarted.

Comm Upt
Save ¥

ESC K (Save)
4.0pen the software, enter “device management” menu to add
machine. There are 2 ways:
I Click menu: basic setting-) device management
I Sdect “device management” directly through shortcut

5.Click “add” in “device management” window to start connection of
system and machine.
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.|“ ko |.
Maw Canice Dwlabs Davics | Mew Group DalsteGroup  EdE Group

= Dlpdsil Digvice Indo  Commsadion | swisgend | Bieneisn | Pows | Socsss Conind| Wiss | Db
=
. L omimaric abon p aamatar
VB bl it 1
Cornmimscabon b | E s =| Ol Mundes 1
IPAddess| 150 163, 1 2ml Ft [
Comnairasation keg|™ Tl Camstion

Plexn sle - Crireicn Hunbir
| g n n m,.n Heat Speed -
Cosire.rmnstionn ey Gawams| 0,0 ,0.,0

07 [

6.This interface is the communication interface which connects
software and machine. The information input here must agree with
the “communication setting” of Step 2 machine.

Fingerprint ID must agree with “machine ID” setting of access
control machine’s “communication setting”. If the reader’s
setting is 1, input 1 here.

Port: Select the communication port number to connect PC and
reader, and default COM1. It can be other ports, please
select it carefully.

Baud rate: It is connected through RS232. 115200 (whose value
agrees with the baud rate of access control machine’s
“communication setting” is suggested.

Communication password can be ignored under the condition of
default. If communication password is set, input the
corresponding password(5 digits at most)

Name: Input name which is easy to remember according to device’s
purpose. Later, while using this software, the reader can be
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selected by selecting this name.
Part| COM1 -
Baud rate | 33400 -

Device Na. ,72
Communication Pywd ,7

Device name ’7 *
Belong to ,m

| Test connection | |/ Ok | ||:‘I.—," Cloze |

IF there iz not a communication in the device, Do not fill in.

Select communication way |{EEeEEE]

7.After setting, click “test connection”.
8.If the dialogue box of “test connection fail” appears, as shown bel ow,

please check the settings in Step 2 & 6, and repeat setting in Step
7.

Device mandge

L] E Fail to kest connection.
[ ]

9.If dialogue box of “test connection succeeds’ appears, as shown
beow, then the connection between access control machine and
system has been done.
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-

JEVICE mandge

Ll
\14) Test connection successfully.

10.Through the above operation, the access control machine can be
added to the system.

6.1.2 Connection through R$485

[ Operation Steps]
1. Use R$485 to connect fingerprint reader and computer. Refer to
INSTALLATION GUIDE for detailed connection methods.
Notice: RS232/R$485 converter is not contained in the standard
configuration.
2.Enter “menu->setting->communication setting” to set RS485
communication method for the machine. Refer to the following
picture for set result. Please pay attention to baud rate, machine ID,
Ethernet, RS485 and the setting of connection password.
Notice: Connection with Ethernet must be broken when R$485
connection is open.

Comm Opt
BaudRate 115200
Dev Num 1
IP Addr

86



Access Control Software Manual

Het speed Autos
IF address +
Met Ilagk
Gateway
TCP/IP N
R5232 W
R5485 Y
Link code 0
Exterm Mlodem ¥

3.After setting, press “ESC” to enter “save” interface, as shown bel ow,
select “OK” to save the above settings and select “ESC” to cancel
saving the settings.
Notice: After saving the settings, the machine needs to be shut
down and restarted.

Comm Upt
Save ¥

ESC K (Save)
4.0pen the software, enter “device management” menu to add
machine. There are 2 ways:
I Click menu: basic setting-) device management
I Sdect “device management” directly through shortcut

5.Click “add” in “device management” window to start connection of
system and machine.
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6.This interface is the communication interface which connects
software and machine. The information input here must agree with
the “communication setting” of Step 2 machine.

Fingerprint ID must agree with “machine ID” setting of access
control machine’s “communication setting”. If the reader’s
setting is 1, input 1 here.

Port: Select the communication port number to connect PC and
reader, and default COM1. It can be other ports, please
select it carefully.

Baud rate: It is connected through RS485. 9600 (whose value agrees
with the baud rate of access control machine’s
“communication setting”) is suggested..

Communication password can be ignored under the condition of
default. If communication password is set, input the
corresponding password(5 digits at most)

Name: Input name which is easy to remember according to device’s
purpose. Later, while using this software, the reader can be
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selected by selecting this name.
Part| COM1 -
Baud rate | 33400 -

Device Na. ,72
Communication Pywd ,7

Device name ’7 *
Belong to ,m

| Test connection | |/ Ok | ||:‘I.—," Cloze |

IF there iz not a communication in the device, Do not fill in.

Select communication way |{EEeEEE]

7.After setting, click “test connection”.
8.If the dialogue box of “test connection fail” appears, as shown bel ow,

please check the settings in Step 2 & 6, and repeat setting in Step
7.

Device mandge

L] E Fail to kest connection.
[ ]

9.If dialogue box of “test connection succeeds” appears, as shown
beow, then the connection between access control machine and
system has been done.
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-

JEVICE mandge

Ll
\14) Test connection successfully.

10.Through the above operation, the access control machine can be
added to the system.

6.1.3 Connection through TCP/I P

[ Operation Steps]
1.Use Ethernet to connect fingerprint reader and computer. Refer to
INSTALLATION GUIDE for detailed connection methods.
2.Enter “menu->setting->communication setting” to st TCP/IP
communication method for the machine. Refer to the following
picture for set result. Please pay attention to IP address, network
speed, Ethernet, and the setting of connection password.
Notice: When RS232, RS485 and Ethernet are open together, only
connection with Ethernet is employed. The connections
with RS232 and R$485 must be broken.

Comm Opt
BaudRate 115200
Dev Num 1
IP Addr
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Het speed Autos
IF address +
Met Ilagk
Gateway

TCP/IP Y
R5232 W
R5485 N
Link code 0+
Exterm Mlodem Y

-

3.After setting, press “ESC” to enter “save” interface, as shown
below, select “OK” to save the above settings and select “ESC” to
cancel saving the settings.
Notice: After saving the settings, the machine needs to be shut
down and restarted.

Comm Upt
Save ¥

EsC K (Save]

4.0pen the software, enter “device management” menu to add machine.
There are 2 ways.
I Click menu: basic setting-) device management
I Sdect “device management” directly through shortcut
5.Click “add” in “device management” window to start connection of
system and machine.
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Maw Canice Dwlabs Davics | Mew Group DalsteGroup  EdE Group
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= = r

6.This interface is the communication interface which connects
software and machine. The information input here must agree with

the “communication setting” of Step 2 machine.
Fingerprint ID address. the default value is 192.168.1.201. IP
address can be modified according to your LAN network

segment. But it cannot bring conflict with any terminal
address.

Port: default valueis 4370, which need not modify.

Communication password can be ignored under the condition of
default. If communication password is set, input the
corresponding password (5 digits at most)

Name: Input name which is easy to remember according to device’s

purpose. Later, while using this software, the reader can be
selected by selecting this name.
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-

Select communication way -

IP &ddrress| 192,168, 1 201

Port| 4370 =

Device Mo, | 1

Communication F'wd|

Device name| *
Belong to |Default j
| Test connection | | W Ok | ||*E" Close |

|F there is not a communication in the device, Do not fill in,

7.After setting, click “test connection”.
8.If the dialogue box of “test connection fail” appears, as shown below,
please check the settings in Step 2 & 6, and repeat setting in Step
7.

Device mandge

L] E Fail to kest connection.
[ ]

9.If dialogue box of “test connection succeeds” appears, as shown
beow, then the connection between access control machine and
system has been done.
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Device manage

" } Test conneckion successtully,

10.Through the above operation, the access control machine can be
added to the system.

6.2 Real-time monitor

[ Function introduction] Monitor personnel’s in-and-out at the real
time and discover various abnormal state in time to ensure security.
[ Operation Steps]
1.Pleaserefer to 5.7.5 system parameter settings for parameter setting of
real time monitor
2.0pen real time monitor and the software will connect all the access
control machines listed in the device form automatically
3.The monitoring state can be queried in monitor center.

[] o = & -
i - [P - v
e Ry |
I!I Hwantin | Forwn s T | [ | [T | L ravs | (=1

o

1
i

Device of connected access control machine will glitter in red and
white.
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Device of unconnected access control machine will display Red Cross
inthe middle.
All the in-and-out states and alarm events will be recorded and
displayed in the report form.
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6.3 Map

[ Function Introduction] In order to make the operator get well
known in the position where various access control machines locate
rapidly and clearly, electronic map function is provided by this version.
The distribution of the machines is displayed in the way of map.

[ Operation Steps]
1.Click “system management”->“system parameter setting”, and select

[use e ectronic map mode].

2.Click the right key of the mouse in the blank area of the device list
to select [set map].

3.Click the right key of the mouse in the blank area of the device list to
select [set map] again and import the source file of the map.
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T Inck Eha amsp

Sl e D
Dosleta tr map

ek Ut potE pechre P
Sell Fonl

Displony Capioni
Shredeh

Lock the map: save the edited map and exit edition.

Set the map: import the source file of the map.

Delete the map: delete the imported source file of the map.
Auto-align: align the devices’ icons.

Set pictures: set the picturesin various states.

& Cownlosd Record

Wew device k

4.Click the right key on “device” and select “properties” , you can
detect the device’s information.

5.Move the device to the corresponding position on the map, and click
theright key to select [lock the map].
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6.4 License to detect the finger print device

[ Operation Steps]
1.Click “my computer” by using the right key of the mouse, and select
“properties”, as shown below:

2.Enter the dialogue box of system properties, select “hardware”, and
click “device manager” , as shown below:

& o “nkom Ao Lipdataz Farcla
Brerd CorouimH s Tiades sdmiad

TR TheDE v i M P s i
T by T ekl ey
R ety

Do shacwgm |
T e ke ok o e v 4
posatly A wimoes Wi Udia i ik e
e

o K A U

arctora | [ awdmxok

miwm g rabany s sl s

sl -ul-cil-m 23
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3.Device named “Biometric” can be found in “device manager”, as

E ! MICROSOF-DFGS T
* &% Biomatris

.
+ [ Hurman Inberface Devices
+ () IDE ATAJATAP] controllers
i b Kevhomds
# 7y Miew and ather pointing deited
* MoREnns
= I Mebworh sdaphens
= Bk e devices
ST 5M Bas Coritrober
+ W Processors
+ ¥ Zound, viden and pame controllers
i vl SITFAYE VORBRES
L} Syt denarng
- Urwrairgl Sarisl B conteollacs

4.Click the device with right key, and select “properties”, as shown
below:
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= lWCRUIF{FﬂSH
= i Biamatris
- ;
£ B Duphy adepters Updlate Drives...
# e DVDYCD=ROM dirves "
+ [ Human Inberfaos Devices Uninatad
4 IDE ATASATAP] controlisrs
i E‘m Scan for hardware changes
& 77y Mize and other pointing &4 Properties
+ I montoes
o W Metweorh adaphens
= Bk e devices
ST 5M Bus Coritrober
+ W Processors
+ @ found, video and game controllers
¥ el Sroeage vohmees
# [ Sistess devices
# Uirsrar il Sarial s conteollacy

5.Detect the device’s properties, type, manufacturer and position as
shown below. The device possesses SDK license.

USH Mass Stzrage Device Properties

| Goermnal | Diens | Doteds

.ﬁ e W A000 Fingurprant Besdar
Darsn by Bissalrie
Haredacham BughtalPargans, Twe
Linz sbon Lecation Bicksy 200 Firgerpriat Sowrer]
Dernce st
Tha devics i wokang puopeis
W o i i blart et it divica, chek Tisublathas! ks
ol the n
Drece B
Unm s derece ferablel |
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7. Solution to problem

Q: How to set Wiegand?

R: For Wiegand26/34, input 26 or 34 in Wiegand item of “device
manager”, the definitions of other formats are as the following:
Wiegand26: with Devicel D:PeeeeececcEEEEOOOOOO000000P
Efficacy bit, E (even) O (odd), edevicelD, E UserlD

Without DevicelD: PEEEEEEEEEEEEOOOOOO0000000P

Q: What baud rateis suitable for 4857

R: Sometimes, baud rate of 115200 can be employed to connect the
machine, but 38400 is recommended in this software to ensure high
communi cation quality.

Q: How to delete a user’s information from one or more than one
device?

R: Enter “user management” interface, select the user to be deleted,
click “detect affiliated device”, select user in the pop-up window, and
click “delete user from device”.

Q: How to delete more than one user from a device”?

R: Enter “privilege management” interface, select “device” in the ligt,
click “detect device user”, select the user to be deleted in the pop-up
window and click “delete user from device”.

Q: How to delete user’s unwanted fingerprint information from the

device?
R: Sdect and click “user” on “user management” interface with the
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right key, click “detect fingerprint state”, select the fingerprint to be
ddeted in the pop-up window, and click “ delete from device”.

Q: How to control user’s privilege?

R: Refer to the relation diagram (user defined privilege, access control
group and group) in Chapter 5.3.
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8. SOFTWARE USE LICENSE AGREEMENT

{End User Software License Agreement)
LICENSE:

ZK Software will grant you the use right of this software program,
but you must ensure: don’t use, copy, edit, rent or attorn this software or
any parts of this software beyond the termsin this agreement.

YOU MUST ENSURE:

1. Only use this software in one computer.

2. In order to be used in this computer, the system’s copy must be

made i n readable format to prepare backup or manage files.

3. The system and the license agreement can be attorney to the
third party under the condition that the third party accepts the terms of
this agreement. When attornment happens, the original files and their
copies must be attorned together, or destroy all the copies which are not
attorned.

4. Only use this software in multi-user environment or network
system in one of the conditions bel ow:

OThere is proclamation which allows using this software in
multi-users environment or network system;

©or every node/end has purchased the using license of this
software.

OTHER RESTRICTIONS:

1. Don’t attorney the system’s license again,

2. Don’t decompile, disassemble, or reverse-engineer this software,

3. Don’t copy or attorney this system or any parts of the system

beyond the terms of this agreement. Your license will end
automatically when this system or all or parts of this system are
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attorned to the third party.
COPYRIGHT AND PROPERTY:
The name of this software and its duplications must be together with the
company indicated in CD or in software.
The software and its documents are protected by copyright laws and
international treaty provisions.
Y ou cannot del ete the copyright announcement from the software, and
guarantee to replicate the copyright announcement for the duplications
of the software. Y ou agree to stop any illegal duplicating actions for this
SOFTWARE and its documents.

LIMITED WARRANTY:

ZK Software warrants that if use the software in normal condition, there
will be no materials or craft defects in software in 90 days since the sell
date. If there is defect indeed after validation, ZK Software’s
responsibility isto change good software for you as the only
compensation.

If the defects are caused by accidents, or misuse or incorrect use, this
warranty will be of no effect.

The warranty days for the exchanged software are the rest of the
warranty days of the original software, or 30 days if the rest of days are
less than 30 days.

NO OTHER WARRANTIES:

There are no any other warranties besides the above ones.

LIMITED LIABILITY:

The above warranty refers to all, both pointed content and implied
content, including, commodity and adaptability of special application
purpose. Whether both parties abide by this agreement or not,
ZK Software and its agent & seller have no responsibility for the profit
loss, lost availability, business interruption, or any indirect, special,
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inevitable damage, or any compensation claim brought by this system,
even if ZK Software isinformed in advance that such things can happen.
TERMINATION

Without prejudice to any other rights, ZK Software

may terminate this agreement if you fail to comply with the terms and
conditions of this agreement. In such event, you must destroy all copies
of the software and all of its component parts, or give them back to

ZK Software.

GOVERNING LAWS:

INTELLECTUAL PROPERTY RIGHTS PROTECTION ,
COPYRIGHT LAW, and PATENT LAW and so on.
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